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Question 1A. Place an “X” in the box next to 5 terms that are most directly related to
the benefits of using cryptography. [10 marks]

authorisation confidentiality
authenticity integrity

approval accuracy

privacy evidence of transfer
performance evidence of size
predictability evidence of origin

Question 1B. For each of the terms that you selected in question 1A, briefly describe a
cryptographic method which provides that benefit. [10 marks]
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Question 2A. Place an “X” in the box next to 5 terms that are most directly related to
the use of authentication mechanisms. [10 marks]

ECB something you create
MAC something you know
CBC something you are
tokens something you hear
locks something you read
rings something you have

Question 2B. For each of the terms that you selected in question 2A, briefly describe a
weakness associated with using that authentication mechanism. [10 marks]
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Question 3A. Place an “X” in the box next to 5 terms that are most directly related to
authentication processes and infrastructure. [10 marks]

grille dispersed
issuer federated
substitution source
centralised accountable
sample watermark
authorise transform

Question 3B. Briefly describe two authentication methods using all the terms that you
selected in question 3A. [10 marks]
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Question 4A. Place an “X” in the box next to 5 terms that are most directly related to
the use of spam mimic as a stenographic method. [10 marks]

audio

statistical

linguistic

distortion

transposition

injection

stego-object
cover object
cover generation
transform domain
stego-key

spread spectrum

Question 4B. Briefly compare the differences and similarities between spam mimic and
symmetric ciphers using all the terms that you selected in question 4A. [10 marks]
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Question 5A. Place an “X” in the box next to 5 terms that are most directly related to
the detection of software worms. [10 marks]

firewalls automated patching
sandboxes software jails

black holes weak hosts
honeypots disabled services
proxy signatures traffic volume

log signatures network scans

Question 5B. For each of the terms that you selected in question 5A, briefly describe
how software worms can evade that method of detection. [10 marks]
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